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Sendmail Mailstream Manager ™

Palicy-Centric Control of Email Security

OVERVIEW

As email security becomes an ever-more demanding problem for complex,
information-driven enterprises, IT departments have had to add and enhance
point products that protect against different types of threats. Over time, the
growing assortment of point products becomes increasingly difficult and costly
to manage. While well intentioned, these heterogeneous products place limits
on content security, filtering, policy enforcement, reporting and virtually every BENEFITS
other security function—leaving the enterprise exposed. The ensuing failure
puts data at risk, and opens the door for leakage and regulatory penalties for
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Management and Security

MAILSTREAM MANAGER e Protects both Inbound and
Mailstream Manager provides award winning enterprise email security Outbound mail

delivering centralized policy management over inbound and outbound mail to e Ensures Compliance and
eliminate unwanted messages, defend network assets, protect private and Corporate Governance

confidential data and enable compliance. Featuring the industry’s most
powerful policy engine, Mailstream Manager can create policies based on any
centrally defined action; on any message; with any condition; from any
individual sender, group, or division and to any recipient. Mailstream Manager
provides the following applications and options:

e Multiple anti-spam and virus engines

e Zero-hour malware detection

e Packaged policies for HIPPA, GLBA, and CA SB1386
e SMTP traffic control

e Clientless encryption

e Open Source Sendmail implementations

BENEFITS

Sendmail Mailstream Manager provides management and control over mail
processing for complete protection from inbound and outbound threats,
including compliance with regulatory requirements, and enforcement of
corporate code of conduct.



BENEFITS
Policy-Centric Messaging Security

Advanced content analysis for effective enforcement
Intuitive dashboard-style user interface for simplified management

Easy creation and cataloging of policies for building and maintaining
libraries of business rules

Rapid time-to-value with pre-built policies, lexicons and encryption

Comprehensive Regulatory Compliance and Corporate
Governance

Enables compliance with industry regulations for SOX, GLBA, HIPPA,
FERPA, PIPEDA, Reg FD and SEC Rule 17-4a

Enables enforcement of corporate code of conduct requirements,
including HR appropriate usage policies, protection of intellectual
property, selective archiving, etc.

Secures intellectual property, customer data, and privileged email
Reduces audit costs and risks with unified management and reporting

FEATURES

Mailstream Manager provides advanced content filtering, rich policy
management, and directory integration for user and role-based policies.

Unified policy interface for evaluating all message envelope, header,
body and attachment content

Deep scanning of all attachment types, compressed archives, and
other embedded content (up to 32 nested layers)

Rich built-in policy content for threat protection, regulatory compliance,
and corporate governance

Graphical reporting and real-time monitoring dashboard

Zero-hour outbreak defense and email classification using global
detection & fingerprinting network

Leading content scanning engines for anti-abuse, anti-virus

Built-in HIPAA and GLBA lexicons, sample SOX 404 and information
classification compliance

Built-in encryption and ability to integrate with 3" party encryption
solutions

LDAP integration for policies driven by recipient roles, group
membership, and other attributes

Routing and queue management
Administrative quarantine

OS AVAILABILITY
Red Hat Linux AS 4; Solaris 9, and 10
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Data Sheet

SUMMARY

Mailstream Manager is
purpose-built to protect the
most demanding enterprise
networks. Mailstream Manager
has over one million seats in
production across the globe.
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