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Sentrion Connect for Symantec Data Loss Prevention

Overview

Symantec Data Loss Prevention delivers a proven, content-aware solution to discover, monitor, protect, and
manage confidential data wherever it is stored or used. The solution allows you to measurably reduce your
risk of a data breach, demonstrate regulatory compliance, and safeguard customer privacy, brand equity, and
intellectual property. The Sentrion Connect for Symantec Data Loss Prevention (DLP) App greatly simplifies
the integration setup between the Symantec DLP Network Prevent for Email and the Sendmail Sentrion
Message Processor, providing pre-defined policies, reports, and configurations.

Audience

Enterprises looking to leverage their existing Sentrion and Symantec DLP Network Prevent for Email solutions
to provide inline enforcement and prevention of inadvertent or intentional disclosure of confidential docu-
ments such as trade secrets, source code, draft press releases, legal briefs, or regulated information.

Key Features and Functionality

The Sentrion Connect for Symantec Data Loss Prevention App provides a method for enterprises to leverage
both the Symantec DLP policies that are already in use monitoring for unauthorized use of sensitive infor-
mation, as well as the extensive email enforcement actions supported on the Sentrion Message Processor.
In addition to basic enforcement actions (such as Block, Redirect, Copy, and Quarantine), organizations can
take advantage of several more sophisticated enforcement actions available in the base Sentrion and through
many of the other add-on applications (such as Encrypt, Remove Attachments, Modify the Message, Send via
Registered Email, Convert Attachments to PDF,and much more).

Outbound messages are first processed by the Sentrion, and redirected to the Symantec DLP Network
Prevent Server based on a configurable policy. Organizations may choose to redirect all messages through
Symantec DLP for scanning, or perhaps a subset based on LDAP groups, recipients, keywords, and more.
Messages are scanned by the Symantec DLP Network Prevent Server,and based on the detection policy,

a header may be added to the message with the requesting enforcement action to be taken.The message
is then resubmitted to the Sentrion to fulfill that action along with any further processing for delivery.

The Sentrion Connect App for Symantec Data Loss Prevention App:
* Retains the core functions of routing, enforcement, and delivery within the Sentrion-based email backbone
to minimize impact to your messaging architecture

» Works seamlessly with other Sentrion applications for data protection, including S/MIME Secure Messaging,
Voltage IBE Encryption, Rpost Registered Mail,and more.

* Maintains ownership of all messages within the Sentrion for unified status tracking and auditing

The Sentrion Connect for Symantec Data Loss Prevention App offers a proven integration method for
effective inline email enforcement of enterprise information security policies and practices.
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